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Abstract— The Differentiated Services (DiffServ) architecture
represents a highly scalable architecture for deployment of QoS
across the next-generation Internet. However, the DiffServ model
has several key areas of trust critical to its correct operation which
represent security concerns. This paper examines those areas of
trust and how they apply to security concerns under the DiffServ
model. Finally, the paper examines the proposed solutions to ad-
dress these concerns.

I. INTRODUCTION

The Internet is continually evolving from a medium used pri-
marily for research and academia to a medium used by busi-
ness and user communities. For these business and user com-
munities, the applications being used by these communities re-
quire different qualities of service (QoS) to be provided to them.
However, the Internet in its current form does not support the
notion of QoS. Rather, the Internet follows the same-service-to-
all paradigm such that all packets receive the same quality of
service. This best-effort model that Internet currently employs
is inadequate to meeting the growing demands of business and
user applications.

Therefore, several models have been proposed by the Inter-
net Engineering Task Force (IETF) to provide QoS assurances
across the Internet, some of which are likely to be implemented
in the next generation Internet. The first model, Integrated Ser-
vices (IntServ) [1] aims to provide an absolute guarantee of
QoS for each flow across the network. This model provides two
broad categories of service, guaranteed service [2] for real-time
flows requiring strict latency and jitter bounds, and controlled
load service [3] for non-real-time flows which are insensitive to
congestion.

The strengths of the IntServ model are that it provides an
absolute service guarantee and that it provides a way of mon-
itoring that each flow in the network does not violate its re-
spective allocation of resources. However, the IntServ model
has several key weaknesses. Each router requires a significant
amount of processing overhead and each router is required to
maintain state information for each flow. In the Internet, several
million flows may be flowing across a router, thus introducing
scalability problems in the IntServ model. In addition, IntServ
is impractical for short-lived flows since the connection setup
overhead is often greater than the transmission of all packets in
a flow. Consequently, the DiffServ model [4], [5] was proposed
as an alternative model for providing QoS over the Internet that
overcomes the shortcomings of the IntServ model.

The goal of DiffServ was to provide the benefits of differ-
ent levels of QoS while avoiding the limitations of the IntServ

model. The DiffServ model accomplishes this by aggregating
traffic with similar QoS requirements into classes. DiffServ
does not maintain any per-flow information across the network,
thus eliminating the overhead of maintaining per-flow state
information and also eliminating the connection setup costs.
Thus, short-lived flows benefit from this model due to the ab-
sence of connection setup costs.

II. DIFFERENTIATED SERVICES

Differentiated Services, or DiffServ [4], [5], was the result
of addressing of the limitations of IntServ. The goal of Diff-
Serv was to provide the benefits of different levels of QoS while
avoiding the limitations of the IntServ model. The DiffServ
model accomplishes this by reducing the traffic to some num-
ber of aggregations with similar QoS requirements. DiffServ
does not maintain any per flow information across the network,
thus eliminating the overhead of per flow state information and
also eliminating the connection setup costs. DiffServ maintains
only information pertaining to the aggregation (classes). Thus,
short-lived flows benefit from this model due to the absence of
connection setup costs. However, DiffServ does have several
weaknesses. Since DiffServ does not employ any admission
control or resource reservation, DiffServ adds some measure
of unpredictability to the network, thus resulting in extremely
dynamic traffic levels. Because of this potential for extremely
dynamic traffic levels, DiffServ does not attempt to guarantee
any level of service, DiffServ simply strives for a relative level
of service for an aggregation versus the other aggregations.

A. Absolute Differentiated Services

With the introduction of the DiffServ model, several varia-
tions of DiffServ have been proposed [6], [7], [8]. Absolute
differentiated services attempts to provide the levels of perfor-
mance offered by IntServ without the per-flow states required
in the network routers. The user receives an absolute service
profile (i.e., a certain bandwidth) from the network. This pro-
file can be of one of two types of services, Premium Service or
Assured Service. The first, Premium Service [6] is equivalent
to a leased line provided that service stays below a certain level.
The second, Assured Service, classifies packets into two levels
regarding their drop preference, 'In’ or ’Out’. ’Out’ packets
are discarded with a higher probability than ’In’ packets dur-
ing network congestion [7]. A third, Assured Forwarding [8]
expands the levels of drop precedence into three levels beneath
four main classes. In the absolute differentiated services model,
there are tradeoffs between achieving high service assurance



versus coarse spatial granularity (certain bandwidth in many or
even all network paths) which is discussed in [9].

B. Relative Differentiated Services

The second variation of DiffServ is relative differentiated ser-
vices. For relative differentiated services, all traffic is grouped
into N classes of service. For each class i, the service provided
to class i will be better (or at least no worse) than the service
provided to class (i-1), where 1 < i <= N, in terms of queuing
delays and packet losses [10]. The “or at least no worse” clause
is included for levels of low network activity where all classes
experience the same quality of service. An application selects
its Class Per-Hop Behavior(PHB) as defined by the IETF [5] to
select the appropriate level of service for the application. How-
ever, this level of service is relative to the other classes in the
network and is not an absolute guarantee. The relative differ-
entiated services model assures that the performance of the se-
lected class will be relatively better than the performance of
lower classes in the network.

To implement relative differentiated services, several ap-
proaches have been proposed. The first approach, price differ-
entiation, proposed by the Paris Metro Pricing (PMP) scheme
[11], uses only pricing of classes to differentiate services with
the assumption that higher pricing will lead to lower loads
and hence lower loads in the higher classes. A second ap-
proach, careful capacity provisioning, involves higher classes
having more forwarding resources relative to their expected
loads through the use of schedulers such as Weighted Fair
Queuing [12], [13], [14]. However, each of these two ap-
proaches has the same problem when dealing with Internet traf-
fic. Because of the bursty nature of Internet traffic, a higher
class may be overloaded, thus performing worse than a lower
class [15], [10]. The third approach, strict prioritization, pro-
vides consistent class differentiation that does not depend on
load. Strict prioritization accomplishes this by servicing the
highest backlogged class (delay aspect) and drops a packet from
the lowest backlogged class (loss aspect). However, strict pri-
oritization presents two problems. First, lower classes can ex-
perience starvation effects if no restriction is placed upon the
load of the higher classes. Second, strict prioritization does not
provide for controllable differentiation between the classes.

Recently, the proportional differential model was proposed in
[10]. In the proportional differential model, QoS performance
measures are ratioed proportionally via the use of class differ-
entiation parameters. The proportional differential model was
developed with two criteria in mind for successful service dif-
ferentiation. First, a model must be predictable, such that the
differentiation is consistent (a higher class is better or at least no
worse than a lower class) and the differentiation is independent
of class loads. Second, the model must be controllable, such
that the network operators can select the appropriate level of
spacing between the classes based on their criteria. Although
[16] addressed only delay differentiation, several papers [10],
[17] have addressed both delay and loss differentiation, two
critical metrics for QoS across the Internet.

All of the proposed variations of DiffServ follow several key
concepts which are discussed in Section III. DiffServ is ex-
pected to become a dominant force in the Internet and because

of this, the security concerns must be addressed. Section IV
outlines the areas of trust in the DiffServ model, the potential
areas of concern, and the proposed solutions. Finally, in Section
V, some concluding remarks are made.

III. DIFFSERV CONCEPTS

In order to maintain compatibility with the existing IPv4 in-
frastructure and IPv6, DiffServ represents a relatively minor
change to the actual IP packet. Rather than incorporating an
actual design change, DiffServ incorporates only a semantic
change by redefining the use of the TOS field. The newly re-
named field, Differentiated Services (DS) field, uses the first 6
bits of the TOS field while the remaining 2 bits are reserved for
future use.

Each value in the DS field, known as a DiffServ codepoint
(DSCP) [4], is responsible for aggregating packets into classes.
Each different class is associated with a specific Per-Hop Be-
havior (PHB) [5] which defines how a packet will be prioritized
for transmission and dropping due to buffer overflow.

The DiffServ model contains two types of routers, edge
routers and core routers. Core routers are relatively simple
routers designed for the purpose of high-speed routing over the
network backbone. Core routers do not maintain any per-flow
state information and schedule the packets as per the PHB de-
fined within each packet.

In DiffServ, the intelligence of the network is migrated to the
edge of the network at the edge routers. The edge router is a
critical key to the correct operation of the DiffServ network.
Responsibilities of the edge routers include proper marking of
non-DiffServ-aware traffic, traffic policing, and traffic shaping.
It is these edge router responsibilities that are responsible for
maintaining proper traffic levels to achieve QoS differentiation
in the network core.

If a network sending traffic to the DiffServ domain is a Diff-
Serv network, the traffic is already marked and thus only needs
to be policed. However, if a network is not DiffServ-aware,
the edge router must be responsible for appropriately mark-
ing packets for the DiffServ domain. The packets are marked
according to a Service Level Agreement (SLA) between the
source and edge router. A SLA exists between an edge router
and a source to outline limitations for each class of service in
regards to both the quantity of traffic as well as the burstiness of
the traffic. For traffic that violates a SLA, the offending packets
may either be demoted to a lower class of service or dropped.
A SLA may be either static or dynamic.

The DiffServ model is shown in Figure 1. A LAN or MLAN
transmits it packets to an ISP’s edge router. If the LAN is not
DiffServ-aware, the packet is appropriately marked according
to the SLA between the LAN and ISP. The traffic from the
LAN is policed according to the SLA. Packets are then sched-
uled/dropped on the DiffServ domain according to the PHB in
the packet.

IV. SECURITY AND DIFFSERV
A. Areas of Trust

Several areas of trust exist in the DiffServ network which
are fundamental to the correct operation of DiffServ. These
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Fig. 1. DiffServ model

areas of trust include trust between edge router and source, trust
between core and edge routers, and trust of SLA integrity.

1) Trust between Edge Router and Source: Packets are po-
liced on a per-source basis at the edge router. Thus, in order to
police a packet or mark a packet, the source of a packet must be
matched to an SLA in the edge router. Source to SLA match-
ing can occur on either the physical layer (less likely) or at the
network layer (likely). The edge routers trust that the source
to SLA matching is done correctly in order to correctly police
traffic.

2) Trust between Core and Edge Router: The primary goal
of DiffServ is to simplify the core routers to allow for high-
speed routing of packets according to the PHBs of the pack-
ets. Thus, the core routers have a level of trust with the edge
routers such that the core routers trust that the packets have
been marked correctly and also trust that the packets have al-
ready been appropriately policed.

3) Trust of SLA Integrity: Several services such as Expe-
dited Forwarding [6] and Assured Forwarding [8] depend on
SLA integrity in order for them to function correctly. If the
classes are overloaded with excessive traffic, performance to
lower classes or even the performance of the higher priority
classes could degrade. Thus, a level of trust exists with the
integrity of SLAs across edge routers such that the network re-
sources are not overallocated to cause performance degradation
of stricter QoS classes.

B. Potential Security Concerns

The areas of trust that are critical to the DiffServ model rep-
resent several potential security concerns. These security con-
cerns include both theft of resources as well as Denial of Ser-
vice (DoS) attacks.

1) Theft of Resources: Theft of resources can occur in sev-
eral forms under DiffServ. Theft in terms of DiffServ can be ex-
panded to include theft of network bandwidth as well as illegal
promotion of packet’s PHB. The first, theft of bandwidth, can
occur at both the edge router and core router level. At the edge
router level, if a packet is able to successfully spoof its source,
the packet will have stolen part of the actual source’s SLA al-
located bandwidth. Theft of bandwidth at the core router level
can occur if an edge router transmits traffic beyond the SLAs
or traffic bypasses edge routers is transmitted directly onto the
core.

The second type of theft, illegal promotion of a packet’s PHB
can occur at both the edge and core router. At the edge router,
illegal promotion can occur if a packet is policed incorrectly or
not at all. At the core router, illegal promotion can occur if the
correct PHB behavior is not enforced, i.e. a rogue core router
or malfunctioning core router.

2) Denial of Service: Denial of Service in the context of
DiffServ represents a complete theft of resources over the Diff-
Serv network. Denial of Service is a major security risk to Diff-
Serv and can occur on several fronts.

First, a Denial of Service attack can occur at the edge router
with outgoing traffic. The policing of flows represents an attack
point that can be exploited to issue a Denial of Service attack.
Because the edge router polices on a per-source basis, a sim-
ple Denial of Service attack would be to flood the edge router
with a spoofed source in order to penalize legitimate traffic aris-
ing from the source. This requires only knowledge of the SLA
to source matching methodology being employed at the edge
router (physical or network layer matching).

A second point for a Denial of Service attack can occur again
at the edge router. However, in this case the edge router refers



to the edge router at the edge of the ISP’s network to other do-
mains. As with the edge routers to the LANs connected to the
ISP, the ISP also maintains an SLA with other domains at the
edge of its network. Thus, it would be possible to conduct a
Denial of Service attack from either inside the ISPs network
for outgoing traffic or outside of the ISPs network for incoming
traffic by overloading the edge router to violate the SLA and
cause excessive penalization of the target’s packets. This attack
requires knowledge of the network infrastructure.

The third attack point for DoS occurs within the core routers
themselves and is rooted with the SLAs for the network. By
overloading a class over the network, it is possible to cause
the class to experience much worse performance and even ad-
versely affect traffic from other classes as well, denying the ser-
vice differentiation normally offered by DiffServ. This can oc-
cur due to either an over-allocation of SLAs at the edge routers
or due to excessive congestion around specific core routers. The
first requires bypassing of the edge router policing while the
second requires knowledge of then network infrastructure.

C. Proposed Solutions

As a result of these potential security concerns, the IETF
DiffServ working group has outlined several methods for use
with DiffServ in order to address those concerns. Currently, the
Architecture RFC [4] considers only auditing and IPSec.

1) Auditing: Auditing is included as a way to monitor suspi-
cious events in the DiffServ domain. Auditing is not required as
part of a DiffServ domain but is recommended when included
in a system (overall framework) that supports auditing. An ex-
ample of an auditable event would be traffic on an unused code-
point at a core router. Auditing can be used to increase both the
security and robustness of the network. However, to avoid a
potential DoS attack, there is no requirement at any time for a
node that detects an auditable event to transmit a message to the
purported sender.

2) IPSec: 1PSec, outlined in [18], [19], is an extension to IP
to allow for secure IP based transmission. In its default mode,
IPSec does not include the DS field in its cryptographic calcula-
tion. Thus, the default mode is not suited for providing security
to DiffServ domains. However, IPSec tunnel mode does pro-
vide security that is of direct use to a DiffServ domain. Tunnel
mode includes two versions of the IP header, an inner encrypted
version of the header and an outer version used for transmis-
sion. However as with default mode, the outer IP header still is
not included in the cryptographic calculation, thus rendering it
vulnerable to a man-in-the-middle attack.

In order to use IPSec’s tunnel mode, several points must be
considered. First, the core routers examine only the outer IP
header. The inner IP header can only be examined at either the
ingress or egress node of the domain. The ingress node can
use IPSec to correctly match the source to its appropriate SLA
while the egress node can use IPSec to check the end-to-end
integrity of the packet. The security of this scheme is dependent
upon the strength of the integrity check used.

A final point to consider arises at the egress node. As it stands
currently, the egress node between DiffServ domains is not al-
lowed to modify the inner DS field in order to apply traffic con-
ditioning. However, if modification is allowed, it increases net-

work adaptiveness at the cost of security. Thus, the egress node
between two DiffServ domains must now include the appropri-
ate security found in an ingress node, thus greatly increasing
the complexity of the nodes between DiffServ domains. Essen-
tially, the network may be viewed either as a ’virtual wire’ with
no inner DS field modification or as a multihop network which
allows inner DS field modification.

V. CONCLUSION

In conclusion, the DiffServ architecture represents a highly
scalable architecture for deployment of QoS across the next-
generation Internet. However, the DiffServ model has several
key areas of trust which represent security concerns critical to
the correct operation of DiffServ. These concerns have been
addressed by the IETF in DiffServ Architecture RFC but there
is still room for investigation into DiffServ security.
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