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Introduction

• What is GSM
• Criteria that GSM has to meet

– good subjective speech quality
– support for international roaming

• Services provided by GSM
– bearer service, teleserivces, supplementary 

service
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GSM Architecture
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GSM Security

• Security Attacks
– Replay attack
– Guessing attack
– Interleaving attack
– Man-in-middle attack
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GSM Security(Cont.)

• Security service provided by GSM
– Anonymity:so that it is not easy to identify the 

user of the system
– Authentication:so the operator knows who is 

using the system for billing purpose
– User Data and signaling protection: so that user 

data passing over the radio path is protected
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Security Architecture I
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Security Architecture II
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Architecture--Authentication 
Protocol(C3)

• Connection phase

C3
C3

Air InterfaceMobile User Base Station

SVC_REQ_PARMS, R1, Cert(m)

Cert(s),Ekpub,m(Ss(SVC_REQ_PARMS, R1, M, R2))

Ekpub,s(Sm(SVC_REQ_PARMS, R2), S’m(M))

M
M

   m: mobile uesr s: base station
R1: a random  number generated by mobile user m
R2: a random number generated by base station s
M: a random b it string generated by base station s
SVC_REQ_PA RMS: ( Identitym, Identititys, service_id_key, key_length)
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Architecture--Authentication 
Protocol(C3)(Cont.)

• Release phase 

Identitym, Identitys BILL_INFO, R3
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Air InterfaceMobile User Base Station

REL_REQ, Idetitys, Identitym,Ekpub,s(R2, R3)

Random R3
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Architecture--Key 
Generation(C8)

• C8 algorithm processes input data on a 
byte-by-byte basis. Some simulation results 
show that the keystream generated by C8 
algorithm maintain a maximal periods, 
regardless of input patterns. This indicates 
that C8 algorithm is able to produce key 
strings with infinite period.
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Architecuture--Message 
Encryption/Decryption(C5)

• The C5 algorithm uses stream cipher for 
encryption/decryption. The simplest stream 
cipher is using only the XOR operation.
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Comparison on two architecture
Architecture I Architecture II

Complexity . Authentication is fast
. Key exchange is fast
. Message encryption is
fast

. Authentication is slow

. Key exchange depends on the key length

. Message encryption is fast

Security . Authentication is not
secure enough
. Only the mobile user is
authenticated

. Authentication is very secure

. Both the mobile user and the base station are
authenticated(mutual authentication)
. Period can be infinite

Flexibility . A3, A8, and A5 are
proprietary
. The SIM stores user’s
personal information and
the A3 algorithm

. C1, C8, and C5 are publicly available

. The SIM only stores user’s personal
information
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Conclusion

• The GSM system is a first approach at a 
true personal communication system

• GSM provides a basic range of security 
features to ensure adequate protection for 
both the operator and customer


